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BLIND SIGNATURES FOR UNTRACEAELE DAYMENTS

David Chaum

Department of Cumpucer Science
Univeruity of California
Santu Barbara, CA

INTRODUCTION

Automation of the way we pay for goods and services is already
underway, as can be seen by the variety and growth of electronic
banking services available to consumers. The ultimate structure of

How To Time-Stamp a Digital Document

Stuart Haber and W. Scott Stornetta

Belleare, 445 South Street,
Morristawn, NJ 079601910, U S.A.

Abstract. The prospect of a world in which all text, audio, picture, and video
documents are in digital form on easily modifiable media raises the issue of how
to certify when a document was created or last changed. The problem is to

time-stamp the data, not the medium. We propase computationally practical
digital time-stamping. of such d that it is infeasible for

Untraceable Electronic Cash {
(Extended Abstract)

David Chaum'  Amos Fiat?  Moai Naoe?

! Center for Mathematics and Computer Science
Kruislaan 413, 1098 SJ Amsterdam, The Netberlands
¥ Tel-Aviv University
Tel-Aviv, larael
JIBM Almaden Research Center
630 Harry Road, San Joss, CA 95120

" DigiCash

Improving the Efficiency and Reliability of
Digital Time-Stamping

Dave Bayer* Stuart Haber
Barnard College Bellcore
‘Columbia University 445 South Street
New York, N.Y. 10027 U.S.A. Morristown, N.J. 07960 U.S.A.
dabmath. columbia.edu stuart@bellcore.com
W. Scott Stornetta
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HOW TO MAKE A MINT: THE CRYPTOGRAPHY OF ANONYMOUS ELECTRONIC CASH

Lausie Law, Susan Sabets, Jery Salnas
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Formalizing and Securing Relationships on Public Networks

By Nick Szabo
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Contracts Embedded in the World
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I am fascinated by Tim May's crypto-anarchy. Unlike the communities
traditionally associated with the word "anarchy", in a crypto-anarchy the
gov is not ily destroyed but permanently forbidden and
permanently unnecessary. It's a community where the threat of violence is
impotent because violence is impossible, and violence is impossible
because its participants cannot be linked to their true names or physical
locations.

Until now it's not clear, even theoretically, how such a community could
operate. A community is defined by the cooperation of its participants,
and efficient cooperation requires a medium of exchange (money) and a way
to enforce contracts. Traditionally these services have been provided by
the g or gov ed institutions and only to legal
entities. In this article I describe a protocol by which these services
can be provided to and by untraceable entities.

Bit gold

A long time ago | hit upon the idea of bit gold. The problem, in a nutshell, is that our money currently depends on trust in a third
party for its value. As many inflationary and hyperinflationary episodes during the 20th century demonstrated, this s not an ideal
state of affairs. Similarly, private bank note issue, while it had various advantages as well as disadvantages, similarly depended on a

trusted third party.
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Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto benefits are lost if a trusted third party 1s still required to prevent double-spending.
e e We propose a solution to the double-spending problem using a peer-to-peer network.

The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main

benefits are lost if a trusted third party is still required to prevent double-spending. events witnessed, but proof that it came from the largest pool of CPU power. As
‘We propose a solution to the double-spending problem using a peer-to-peer network. . . . .

The network timestamps transactions by hashing them into an ongoing chain of long as a maj Orlty Of CPU POWET 1S Contl‘olled by nOdeS that are not COOpeI’a‘[lng to
hash-based proof-of-work, forming a record that cannot be changed without redoing ' .

the proof-of-work. The longest chain not only serves as proof of the sequence of attaCk the IletWOI’k, they ll generate the 10ngeSt Chaln al‘ld Outpace attaCkerS The
events witnessed, but proof that it came from the largest pool of CPU power. As . . .

long as a majority of CPU power is controlled by nodes that are not cooperating to IletWOI‘k 1tself I‘equll’eS mlnlmal Stl’uCtul’e. Messages are broadcast on a beSt effOI‘t
attack the network, they'll generate the longest chain and outpace attackers. The . .. . .

network itself requires minimal structure, Messages are broadcast on a best effort basis, and nodes can leave and rejoin the network at will, accepting the longest

proof-of-work chain as proof of what happened while they were gone.
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‘ Hash Rlgorithm

Block Block Block Block
1 4 5 6

Block N Block N+1 Block N+2 S 2x19loiiM Hash Algorithm

e[| [ | [ 1 o) 24 2
[ Hash of Block N-1 ]-—-[ Hash of Block N ]._.[ Hash of Block N+1 ]-— 2) GlOIEIo) DHAMS HE
e [ | e | | e e = P
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https://www.researchgate.net/figure/Blockchain-design-structure-showing-
chained-blocks-with-header-and-body-fields_fig2_321017113




Key

tx1

Node B

Node A 2

| 2 w -
315+ QYL HQ Lot oiaxIiE YiiEx 92

-




Key

chHXl3) Ul cHXl3)

© BHIQI 312 YUY FTUE XY * Public KeyQt Private Keyo+ ZxH

ag—ad

Private key Public key

Qg —ad

Public key Private key

o 2COoWE




Key

XXM

1
2oK31

o¥
oX




Key

clOIEIQl ZXE W11 QUSHM KeyS At

:_> Q —‘ ‘ Signature

Public key

Node A Private Key Signature Node B




Consensus RAlgorithm

|- ﬂ%l

/=

22on
tx1, tx2, tx33
‘Joiktod

80000 =0

1880 =0

~
i B2

(&

tx3, tx5
[=]

oiM 3§ A/g!

tx2, tx4
o

Yoin B2

!

P2P 2

tx1, tx2
(=]
FoiM 3§
AHA|
OO




Consensus RAlgorithm

ﬂ

cH
Cc -~ 2
* Proof of XXX e QF LCoAloistol €S XITH
829 L =
e EXMUn2Z2 EdH 2l AT ¥, cHEXIDH « ZE3Z MAISH: 21D EXH
529 AHAM
ene oo

* PBFT, DPoS, Tendermint
* Proof of Work, Proof of Stake




Consensus Rigorithm

XA 20 (PoW: Proof of Work)

ABC123
l asdale * £% Hosh @48 22, Input?tg PEE VY

Hash Algorithm

l e Computer ResourceS %ol M= LC
- 019 _
= Y2 Yo ot Lo = PEIY
Hash Rlgorithm
l e Computer Resource goiot A3t




Consensus RAlgorithm

Estimated Annual Energy Consumption

TWh/yr
300 Card networks
= > SHZEBUSINESS
250 Bank branch = N
ks HIERQI X 20| B2 Q& FH MA| M AH] o,
200 Top 100 bank

66% S1HH|EZQI A to 7]

data centers

150

2121 2021.05.25 06:54 | 27 2021.05.25 06:54 7

—h
4
|

100

50

Banking System Gold Bitcoin

Source: Galaxy Digital (May 2021)




Consensus RAlgorithm

X1239% (PoS; Proof of Stake)

X101l ccr2kAd

cHe 2ol Coin Age




Consensus Rigorithm

il  Author

QuantumMechanic
Member

o8

Activity: 110
Merit: 14

&

Topic: Proof of stake instead of proof of work (Read 31823 times)

Proof of stake instead of proof of work
July 11, 2011, 04:12:45 AM #1
Merited by Vod (2), d5000 (1), drays (1)

I've got an idea, and I'm wondering if it's been discussed/ripped apart here yet:

I'm wondering if as bitcoins become more widely distributed, whether a transition from a proof of work based system to
proof of stake one might happen. What I mean by proof of stake is that instead of your "vote" on the accepted

transaction history being weighted by the share of computing resources you bring to the network, it's weighted by the

number of bitcoins you can prove you own, using your private keys.

For those that don't want to be actively verifying transactions, and so that not all private keys need to be facing the
network, votes could be delegated to other addresses via some kind of nonstandard Bitcoin transaction. In this way,
voting power would accumulate with trusted delegates instead of miners. New bitcoins and transaction fees could be
randomly and periodically distributed to delgates, weighted by the number of votes they've accumulated, thereby
incentivising diversity of the delegates and direct voters.

If the implementation could be done, it proved to maintain at least a similar level of privacy and trustworthiness, and it
only minimally complicated the UX, I'm thinking that a proof of stake based fork could out-compete a proof of work one
due to much lower transaction fees, since its network wouldn't need to support the cost of the miners' computing
resources. (Mote that the vote delegation scheme has bandwith/storage overhead that would offset these savings by
some amount which would hopefully be relatively small.)

Some other potential improvements this system could offer:

» Possibly quicker, more definite confirmation of transactions, depending on how it can be implemented.

» The "voting power" may be more trustworty, since it would accumulate in a bottom-up fashion via a network of
trust, instead of in the somewhat arbitrary way it accumulates now. (Note the potential problem of vote-buying
here.)

» It would remove the physical point of failure of bitcoin mining equipment, which can be confiscated or made illegal
to run.

» It could be used to provide stakeholders a means of making their voices heard (via the delegated voting system it
establishes) when it comes to proposals for software updates and protocol changes.

Anyway, I just wanted to throw the idea out here to see if there are any obvious reasons why it couldn't be implemented,
and to hopefully spark a discussion amongst those better qualified than me.

Cheers.
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Smart Contract

2015

BLOCKCHAIN! BLOCKCHAINI!
BLOCKCHAIN! BLOCKCHAIN!I
BLOCKCHAIN! BLOCKCHAINI!
BLOCKCHAIN! BLOCKCHAINI!

2017

SMART CONTRACT! SMART CONTRACT!
SMART CONTRACT! SMART CONTRACT!
SMART CONTRACT! SMART CONTRACT!
SMART CONTRACT! SMART CONTRACT!

https://hakin9, org/the-truth-about-smart-co
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Web32 Qlgt i3k 22101 xl A92% 2030%on 43k 12 5X USDol
chat A Qlcte X9 mIAl (017 ARK Invest Big Ideas 2022)
Total Digital Expenditures Forecast
B Online Expenditures B Incremental Expenditures to Web3
$14
$12
o)
4 %10
£ 43 +59%
$4 +108% - %
$2 - +19?/“.
‘. ]
2021 2026 2030

Source: ARK Investment Management LLC, 2021 66
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20213 $3.2 billion - 20303 $81.5 billion (CAGR 43_7%)

GLOBAL WEB 3.0 MARKET: ORGANIZATION SIZE DYNAMICS (USD BILLION)

O —
2021 2030
¥ Large Enterprises W Small and Medium-Sized Enterprises

Source: EMERGEN Research 2021
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Recall Web3.0 (by our own definition and opinion) — a now feature-
complete internet where flow of both information and value amongst N
entities become friction-minimized and cost-efficient.

Web 3.0

All info read-write
10000 ¢ All value pay-receive

Information Monetary
Flow Value Flow

1000 | Web 2.0
Open info read-write ",
. ) \x°°

Limited value pay-receive

Cl‘eva;:::leby 100 F Web 1.0 M}rﬁiﬁm \?flir;elg?gv [ ] ‘&x&x
scale Limited info read-only ‘ I
Limited value pay-only
Information Monetary

1 0 n Flow Value Flow

l

1
1980s 1990s 2000s 2010s 2020s 2030s 2040s

Z*4: Capital IQ, Public Internet Companies Market Cap (Qlei\l! 21 o4t AIo+ EOH)
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Michael Saylor + @ @saylor - 11A| 7!
#BTC BB is property. #USD is currency. #Crypto is risk. #Web3 is

marketing.
Elon Musk £ @elonmusk - 7h g
f  Has anyone seen web3? | can’t find it. HEIQIZ X4t O|x = 2, AEEZ 2| A3 EHH Web3&= OIS 20{0|C},

QO 174K 11 95K ) 105.3K T
Web3 £ Atgh & 227 =0

jack ~ @ -
. 4
‘ @jack ‘ gg;k »

a2t z AHO| O TIZHof| Qx|

Replying to @elonmusk You don’t own “web3.”

It’s somewhere between a and z The VCs and their LPs do. It will never escape their

incentives. It’s ultimately a centralized entity with a
different label.

Know what you’re getting into...

10:51 PM - Dec 20, 2021 - Twitter for iPhone
6,537 Retweets 2,749 Quote Tweets 40K Likes
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